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(54) Transmitting recording and reproducing data 

(57) A data transmitting apparatus, which disallows 
encryption to be easily decoded and enhances the se- 
crecy of key information, includes an error correction 
coding process block (13). In the block (13), an input 
converting circuit (14) performs a logic operation with 
respect to information data from an interface circuit (1 2) 
according to key data. The converted information data 
Is sent to an encoder (1 5) for generating parity data. The 
parity data Is mixed (16) with the information data before 
conversion. The error correction coding block (13) 
sends the resulting data to a modulating circuit (17) for 
modulating the data. The modulated data is recorded 
on a disk record medium (20). 
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Description 

This invention relates to methods for transmitting 
data, apparatus for recording data, record (recording, 
recordable or recorded) media, and apparatus for repro- s 
ducing data, all of which may (by way of example) be 
suitable for preventing illegal copying or incorrect use 
or applicable to a charging system. 

In recent days, with an increase of capacity and 
prevalence of digital record media like optical disks, 10 
great significance has been placed on preventing illegal 
copying and inhibiting incorrect use of such media Con- 
cretely, digital audio data or digital video data can be 
easily copied into a complete duplication with no degra- 
dation. Also, computer data can be more easily repro- '5 
duced as the same data. Hence, illegally copied data 
appears in the market. 

To prevent illegal copying of digital audio data or 
digital video data, the so-called SCMS (Serial Copy 
Management System) or CGMS (Copy Generation 20 
Management System) standards have been proposed. 
These standards are arranged so that a copy prohibitive 
flag is set to a specific portion of the recorded data. Even 
with these standards, hence, the data is allowed to be 
taken out by a method such as a dump copy 2S 

As disclosed in Japanese Patent Application Publi- 
cation No. JP-A-60 116 030, another method has been 
proposed for encrypting a content of a computer data 
file and granting the encrypted content to registered us- 
ers only. This method concerns a system arranged to 30 
take the steps of distributing a digital record medium on 
which the encrypted data is recorded or making the en- 
crypted digital data accessible to any user through a 
wired or wireless transmission path as a distributing for- 
mat of data and providing the users who have paid a fee 35 
with key data for the necessary data so that these users 
may decode the encrypted digital data and use the data. 
It is thus desirable to establish simple and useful encryp- 
tion. 

Respective different aspects of the invention are set 40 
out in claims 1, 10, 11 and 12 hereof. 

According to another aspect, the present invention 
provides a technique to transmit or record information 
data containing parity data by converting all or part of 
the information data handled in doing error correction or ^5 
error detection coding for input digital data, and all or 
part of the information data obtained without doing the 
data conversion. The data conversion may comprise a 
logic operation, an inversion, or a replacement of the 
information data according to key information or data for so 
encryption. 

A medium for recording data, according to another 
aspect of the invention, records the parity data and the 
information data. 

A method for reproducing data according to a fur- ss 
ther aspect of the invention is arranged to perform data 
conversion with respect to at least part of data treated 
in the process of error correction or error detection cod- 
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ing according to the key information for encryption and 
then perform data conversion with respect to the data 
according to the key infomnation for encryption con- 
tained in the data treated in the process of the error cor- 
rection or error detection decoding corresponding to the 
above process. 

In operation, a preferred form of the data reproduc- 
ing method is arranged to transmit or record, on the 
record (recording, recordable or recorded) medium, in- 
formation data containing parity data obtained by con- 
verting the information data treated in the process of er- 
ror correction or error detection coding based on the key 
information or key data and all or part of the information 
data that is not converted. The key information concerns 
only the parity data or part of the information data. They 
key information cannot be detected from these data. 

According to a preferred way of performing the in- 
vention, the information data treated in the process or 
error correction coding or error detection coding is con- 
verted according to the key information for encryption 
for generating a parity. The operation is executed to out- 
put the information data containing this parity data and 
all or part of the information data before conversion. 
Hence, no key information is leaked out of the output 
data, so that the encryption may be done by using the 
key information with high secrecy. 

Further, in the process of error correction coding, 
the key may be encrypted with a great number of bits. 
The encryption may be realized in a huge black box such 
as an error correction coding or decoding IC or LSI. This, 
hence, makes it quite difficult tor ordinary persons to de- 
code the encrypted data, thereby greatly improving the 
data security. 

A preferred form of implementation of the invention 
described below provides a method for transmitting da- 
ta, an apparatus for recording data, a record (recording, 
recordable or recorded) medium, and an apparatus for 
reproducing data that are arrariged so that the data may 
be encrypted with simple composition but only regis- 
tered users can access key data for the encrypted data. 

The invention will now be further described, by way 
of illustrative and nonlimiting example, with reference to 
the accompanying drawings, in which: 

Fig. 1 is a block diagram showing a schematic ar- 
rangement of an apparatus for recording data ac- 
cording to an embodiment of the present invention; 
Fig. 2 is a circuit diagram for describing a principle 
of operation of error correction coding according to 
an embodiment of the present invention; 
Fig.3 is a block diagram showing a basic arrange- 
ment of double error correction coding; 
Fig.4 is a view for describing an example of a cross 
interleave type code of the double error correction 
codes; 

Fig. 5 is a diagram showing a concrete arrangement 

of an error correction coding block; 

Fig.6 is a diagram showing a concrete arrangement 
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of an error correction decoding block; 
Fig. 7 Is a black diagram showing a schennatic ar- 
rangement of another arrangement of an error cor- 
rection decoding block; 

Fig.8 is a view for describing an example of a prod- s 
uct code of the double error correction codes; 
Fig.9 is a view for describing an example of an inner 
code / outer code of the double error correction 
codes; 

Fig. 1 0 is a block diagram showing another arrange- 
ment of an error correction coding circuit; 
Fig. 1 1 is a view for describing another concrete ex- 
ample of an inner code / outer code of the double 
error correction codes; 

Fig. 1 2 is a block diagram showing another arrange- 
ment of the error correction decoding circuit; and 
Fig. 13 is a view showing an example of a medium 
for recording data. 

Preferred embodiments of the invention will now be 
described with reference to the accompanying draw- 
ings. 

Fig.1 is a block diagram schematically showing an 
apparatus for recording and reproducing data according 
to an embodiment of the present invention. 

In Fig.1, a numeral 11 denotes an input terminal at 
which is supplied digital data such as computer data or 
data digitized from an analog audio or video signal. The 
input digital data is sent to an error correction coding 
block 13 through an interface circuit 12. The interface 
circuit 12 operates to send the key information or data 
for encryption as well as the digital data to the error cor- 
rection-coding block 13. That is, for example, a portion 
of the digital data which is extracted from thereof is used 
as the key information. 

As shown, the error correction coding block 1 3 con- 
tains an input converting circuit 14, an error correcting 
encoder 1 5 and a mixing circuit 1 6. The input converting 
circuit 14 operates to convert the digital data sent 
through the interface circuit 12 based on the key Infor- 
mation or data for encryption and then send the convert- 
ed data to the error correcting encoder 1 5. The encoder 
15 operates to generate an error correcting code, that 
is, the so-called parity, from the converted data sent 
from the input converting circuit 14 and then send only 
the parity to the mixing circuit 16. The mixing circuit 16 
receives as another data the original data component 
(called "information data") that is the digital data sent 
from the interface circuit 1 2 to the input converting circuit 
14. The original data component is mixed with the parity, 
The mixed output from the mixing circuit 16 is sent to a 
modulating circuit 1 4 as an output from the error correc- 
tion coding block 13. 

The modulating circuit 17 operates to modulate the 
8-bit data into the data consisting of 16-channel bits ac- 
cording to the predetermined modulating system. The 
modulated data is sent to a recording head, herein, a 
recording and reproducing head 1 9 through an amplifier 



circuit 18 for driving the recording head. The recording 
and reproducing head 19 operates to optically or mag- 
netooptically record the data when recording the signal. 
With this head 19, the modulated signal is recorded on 
a disk record (recording, recordable or recorded) medi- 
um 20 such as an optical disk or a magneto-optical disk. 
This disk record medium 20 is rotated by a spindle motor 
21. 

When reproducing the data, the disk record medium 
20 is also rotated by the spindle motor 21 so that the 
content recorded on the medium is read by a reproduc- 
ing head unit such as an optical pickup unit, herein, the 
recording and reproducing head 19. 

The digital signal read by the head 19 is sent to an 
amplifier circuit 22 containing an RF amplifier and a 
phase-locked loop (PLL). The digital signal from the am- 
plifier circuit 22 is sent to the demodulating circuit 23 in 
which the signal is demodulated. Concretely the data 
consisting of 16-channel bits is converted into the data 
of 8 bits. The digital data from the demodulating circuit 
23 is sent to the error correction decoding block 24, in 
which the digital data is decoded in a reverse manner 
to the coding process don in the error correction coding 
block 13. 

In an error correction decoding block 24, at first, a 
data / parity separating circuit 25 operates to separate 
the parity from the original data component contained 
in the digital data supplied from the demodulating circuit 
23, that is, the information data. The information data is 
sent to a decoder 27 through an input converting circuit 
26 for performing the same processing as the input con- 
verting circuit 14. The decoder 27 performs the reverse 
decoding process to the encoder 15 based on the infor- 
mation data and the parity and then sends the decoded 
data into an input inversion circuit 28. The input inver- 
sion circuit 28 operates to perform the inversion process 
to the input, converting circuit 14 or 26 with respect to 
the input information data sent from the decoder 28. 
Then, the resulting reproduced information data is sent 
to an output temninal 30 as an output from the error cor- 
rection decoding block 24. In the input converting circuit 
26 or the input inversion circuit 28, the key information 
used In the error correction coding block 1 3 Is supplied 
to the circuit 26 or 28 through an input terminal 29. 
Based on the information data, the data conversion or 
the reverse data conversion is carried out. The embod- 
iment shown in Fig. 1 applies to the process of recording 
and reproducing data on and from the disk record me- 
dium 20 . The present invention may applY to the general 
process of transmitting data. 

In turn, the description will be oriented to the prin- 
ciple of operation on which the error correction coding 
block 13 or the error correction decoding block 24 is op- 
erated with reference to Fig. 2. In Fig.2, to make the de- 
scription simple, the arrangement shown in Fig.2 con- 
cerns with the error correction or detection coding at a 
bit unit in the case of a Galois field GF(2). 

In Fig.2A, the information data of 8 bits is supplied 
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to an input ternninal 31 . The predetemnined key data of 
8 bits such as "01010100" ("54h'* in hexadecimal digit) 
is supplied to an input terminal 32. The Information data 
and the key data are sent to a logic operation circuit for 
data conversion such as an ExOR circuit 33 in which an ^ 
ExOR of both data is taken. The resulting data is sent 
to a parity generating circuit 34 for generating a parity 
that is an error correcting or detecting code. The 8-bit 
information data from the input terminal 31 is picked 
from an output terminal 35 without any transformation io 
and the parity data from the parity generating circuit 34 
is picked from an output terminal 36. That is, after the 
data conversion is done in the EXOR circuit 33, the par- 
ity data obtained from the parity generating circuit 34 
and the information data that is not converted as men- '5 
tioned above are picked up at the terminals 35 and 35, 
respectively. In addition, the parity generating circuit 34 
operates to take an ExOR of each bit of the input infor- 
mation data and then output the ExOR value. 

As a comparison to the above one, the arrangement 
shown in Fig.2B may be considered. In the comparison 
as shown in Fig.2B, in place of the information data 
picked at the output terminal 35 of Fig.2A, the informa- 
tion data converted by the ExOR circuit 33 is picked at 
the output terminal 37. The other part of the arrange- 2S 
ment is the same as that as shown in Fig.2A. 

The arrangements as shown in Figs.2A and 2B are 
compared with each other as taking as an example the 
8-bit information data consisting of "11010011" ("D3h" 
in hexadecimal digit'). 

When the B-bit information data is "11010011", the 
parity data corresponding to an ExOR of each bit, here- 
in, the parity bit is "1 If the 8-bit information data is con- 
verted according to the key data of "01010100", that is, 
the information data is converted by taking an ExOR of 3S 
each bit in the ExOR circuit 33, the resulting information 
data is "10000111V This information data is sent to the 
parity generating circuit 34 in which the parity data is 
derived as "0". In the arrangement shown in Fig. 28, the 
ExOR circuit 33 operates to output the converted infor- 40 
mation data and the relevant parity data. Hence, it the 
original information data is grasped, the relevant key da- 
ta can be accessed. In particular, if many pieces of data 
of all zeros "00000000" are contained in the information 
data, it is more likelihood that the key data can be 45 
leaked. 

On the other hand, in the arrangement shown in Fig. 
2A, the output information data is the data that is not 
converted. Only the parity data is obtained on the infor- 
mation data converted according to the key information, so 
Hence, the trace of the key data is left only in the parity 
data, It indicates that the secrecy of the key data is quite 
high. 

The embodiment of this invention uses the principle 
shown in Fig.2A. The output information data may con- 5S 
tain the converted information data if it contains at least 
part of the original information data. That is, all the out- 
put information data is not required to be the original 



information data that is not converted. Fig. 2 shows a bit- 
by-bit error correcting or detecting code on the Galois 
field GF (2). In the case of treating the data at each of 
four bits, it is an error correcting or detecting code on 
the Galois field GF (2^), In the case of treating the data 
at each of eight bits, that is, at a byte unit, it is an error 
correcting or detecting code on the Galois field GF (2^). 
In addition to the simple parity as shown in Fig!2, the 
error correcting or detecting code may be a Hamming 
code, a CRD (Cyclic Redundancy Check) code, a BCH 
(Bose-Chaudhuri-Hocquenghem) code, a Reed-Solo- 
mon code or a Goppa code. In principle, the principle 
shown in Fig. 2 may be applied to any error correcting 
or detecting code if it generates the parity 

Turning to Fig.1, consider that a Reed Solomon 
code of (1 70, 156, 1 5) is applied to the error correcting 
code used in the encoder 15 contained in the error cor- 
rection coding block 1 3. In this case, the generated pol- 
ynomial may be expressed as follows: 



n cf-« ) 



where the root of the primitive polynomial is P{x) = x^+ 
x^ -H x^ -h x2 + 1 is a, that is, P(a) = 0. 

The 14-byte parity data is uniquely derived, that is, 
generated from the information data consisting of 1 58 
bytes, while the information data consisting of 1 56 bytes 
cannot be restored from the 1 4-byte parity data. Hence, 
if the encrypted key information or key data is invisibly 
buried in this parity data as mentioned above, none can 
restore the information data except persons who know 
the key data. As such, since the process of generating 
an error correction code takes a form of a unidirectional 
function, it is possible to realize the encryption of the 
information data with a key of high secrecy. 

That is, the information data consisting of 1 56 bytes 
is converted through the effect of the invert control or 
the ExOR control based on the key information or the 
key data. The parity is generated from the converted in- 
formation data, so that no conversion through the key 
data is executed in the information data itself. Hence, 
none can find out the key in the information data. When 
the data is reproduced, if the error correction decoding 
is executed without being known the key data, the over- 
all information data is made erroneous or the error cor- 
rection of the information data is disabled, 

Further, the present invention may apply to a double 
error correction coding method as well. This application 
makes it possible to build a stronger encrypting system 
or security sysiern. In this case, the generated polyno- 
mials g^^(x) and g^(x) of the two CI and C2 encoders 
are expressed as follows: 
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where a root of P(x) = + x2+ 1 is a, that is, P(a) = 0. 

This double error correction coding, as shown in 
* Fig. 3, is executed by using the CI encoder 42 and the 
C2 encoder 44 for the error correction coding. The in- 
formation data is supplied to the input ternninal 41 and ?5 
then is sent to the C1 encoder 42 served as a first en- 
coder. The C1 encoder 42 operates to generate a pre- 
deternnined error correction code or the parity data. The 
information data and the parity data are sent from the 
C1 encoder 42 to an input converting circuit 43. The cir- 
cult 43 operates to perform the data conversion based 
on the key data for encryption applied at a terminal 46. 
This data conversion is executed by performing a logic 
operation on the information data and the key data. The 
logic operation may be an AND (logical product), an OR 
(logical sum), an ExOR (exclusive logical sum), an 
NOR, an NAND, or an invert. The output is sent from 
the input converting circuit 46 to the C2 encoder 44. The 
C2 encoder 44 operates to generate the predetermined 
error correction code or the parity data, which is picked 
up at an output terminal 45. 

The error correction codes generated bytheCI en- 
coder 42 and the C2 encoder 44 are cross interleave 
type codes as shown in Fig.4. In the example as shown 
in Fig.4, the information data consisting of 1 48 bytes are 
located in the RA/V direction. The 8-byte C1 code is gen- 
erated in the CI direction parallel to the RA/V direction. 
The 14-byte C2 code is generated in the C2 direction so 
that a shift or a delay of maximum 170 bytes is caused 
in the direction perpendicular to the CI direction,. 

Then, the description wiil be oriented to a concrete 
arrangement of an error correction coding block for per- 
forming the double error correction coding with refer- 
ence to Fig. 5. 

In Fig. 5, one frame used in the error correction cod- 
ing is composed of 148-byte or 148-symbol information 
data. The input digital information data is collected as a 
group of 148 bytes. Each group is supplied to the CI 
encoder 52 served as the first encoder. In the CI en- 
coder 52, the e-byte P parity data is added to each 
group. The group with the parity data is sent to the C2 
encoder 54 served as the second encoder through a de- 
lay circuit 53 for interleaving. A numeral 61 denotes an 
input converting circuit that is provided between the de- 
lay circuit 53 and the C2 encoder 54. This input convert- 
ing circuit 61 performs a logic operation based on the 
key information or the key data with respect to the 
1 48-byte information data contained in the 1 56-byte da- 



ta sent from the delaying circuit 53. The logic operation 
may be an ExOR operation, for example. The operated 
result is sent to the C2 encoder 54. The C2 encoder 54 
operates to add a O parity of 14 bytes to the operated 
result. The Q parity is fed back to the CI encoder 52 
through the delaying circuit 56. In the CI encoder 52, 
170-bytes information data containing the P and the Q 
parities are taken out and output through a delaying cir- 
cuit 56 and an re-ordering circuit 57 having an inverter 
57a. The circuit arranged as shown in Fig.5 may be used 
in place of the error correction coding block 13 shown 
in Fig.1., The information data from the interface circuit 
shown-in Fig.1 is sent to the CI encoder 52. The key 
data from the interface circuit is sent to a terminal 62. 
At a time, the output from the circuit shown in Fig.5 is 
sent to the modulating circuit 17 shown in Fig.1. 

In this type of error correction coding circuit, the in- 
put converting circuit 61 arranged to perform the encryp- 
tion is composed of 148 B-bIt ExOR circuits, each of 
which serves to perform an ExOR operation between 
the 8-bit input data and the 1-bit control data. In Fig.5, 
the 148-bit key information is supplied to the terminal 62 
and to 148 8-bit ExOR circuits contained in the input 
converting circuit 61 through the so-called D latch circuit 
63. The D latch circuit 63 operates to switchably send 
the 148-bit key information from the terminal 62 to the 
input converting circuit 61 or make all 148 bits zero. In 
the 148 ExOR circuits contained in the input converting 
circuit 61, the ExOR circuit operates to directly output 
the information data from the delaying circuit 53 if it re- 
ceives zero from the D latch circuit 63 or output the in- 
verted information data from the delaying circuit 53 if it 
receives one from the D latch circuit 63. If all the 148 
bits are made zero, the 148-byte information data from 
the delaying circuit 53 is directly sent to the C2 encoder 
54. 

In the arrangement shown in Fig.5, the C2 encoder 
54 operates to generate the Q parity by using the con- 
verted information data but output the non-converted in- 
formation data sent from the CI encoder 52. As men- 
tioned above, hence, only the parity data contains the 
key information behind itself. This makes it possible to 
enhance the secrecy of the key information. 

Fig. 6 shows a concrete arrangement of an error cor- 
rection decoding block provided on the reproduction 
side for the error correction coding block shown in Fig. 
5. The circuit shown in Fig. 6 may be used in place of the 
error correction decoding block 24 shown in Fig.1 . 

In Fig.6, the error correction decoding block re- 
ceives a group of 170 bytes or symbols contained in the 
data demodulated by the demodulating circuit 23 shown 
in Fig. 1 , The group of 1 70 bytes or symbols is sent to a 
CI decoder 74 served as a first decoder through a re- 
ordering circuit 72 and a delaying circuit 73. The re-or- 
dering circuit 72 provides an inverter 72a. In the 
170-byte data fed to the CI decoder 74, the P and Q 
parities occupy 22 bytes. In the C1 decoder 74, the error 
correction decoding is executed by using these parities. 
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The C1 decoder 74 operates to output the 1 70-byte data 
and send it to the C2 decoder 76 sen/ed as a second 
decoder through the delaying circuit 75. Of the data fronn 
the delaying circuit 75, 148 bytes are sent to the C2 de- 
coder 76 through the input converting circuit 81. This s 
input converting circuit 81 performs the same data con- 
version as the input converting circuit 61 shown in Fig. 
5 based on the key information or the key data consist- 
ing of 148 bits fed to the terminal 82. In the C2 decoder 
76, the error correction decoding is executed by using 
the parity data. Of the output data from the C2 decoder 
76, the information data consisting of 148 bytes is sent 
to the delaying circuit 77 through an input inversion cir- 
cuit 86 as keeping the parity data of 22 bytes intact. The 
C3 decoder 78 served as a third decoder perfomns the 
last error correction decoding with respect to the data 
from the delaying circuit 77. This decoding provides 
148-byte data with no parity. This 148-byte data is de- 
coded as the data corresponding to the 14B-byte data 
input to the CI encoder 52 shown in Fig.5. 

This type of error correction decoding circuit pro- 
vides the input converting circuit 81 arranged to solve 
the encryption. The circuit 81 is composed of 148 8-bit 
ExOR circuits, each of which performs an ExOR oper- 
ation on the 8-blt input data and the one-bit control data. 
As shown in Fig.6, the key information consisting of 148 
bits is fed to the terminal 82. Then, the key information 
is sent to each of 148 6-bit ExOR circuits contained in 
the input converting circuit 81 through the so-called D 
latch circuit 83. The D latch circuit 83 switches the op- 
eration of sending the 148-bit key information fron the 
terminal 82 to the input converting circuit 81 or making 
all of 1 48 bits zero, based on a one-bit encrypting control 
signal supplied to an enable terminal 84. !n the 148 Ex- 
OR circuits contained in the input converting circuit 81 , 
an ExOR circuit operates to directly output the informa- 
tion data sent from the delaying circuit 75 if it receives 
zero from the D latch circuit 83, while another ExOR cir- 
cuit operates to output the inverted information data sent 
from the delaying circuit 75 if it receives one from the D 
latch circuit 83. If all of the ExOR circuits receive zero, 
those circuits operate to send the 148-byte information 
data from the delaying circuit 75 to the C2 decoder 76 
as keeping the data intact. 

In the input inversion circuit 86, like the key infor- 
mation supplied to the terminal 82, the key information 
consisting of 148 bits is supplied to the terminal 67. This 
1 48 -bit key information is sent to 1 48 8-bit ExOR circuits 
contained in the input inversion circuit 86 through the D 
latch circuit 88. The D latch circuit 88 operates to switch 
the operation of sending 148-bit key information or mak- 
ing all the bits zero. In the input inversion circuit 86, this 
operation makes it possible to return the infornnation da- 
ta converted in the input converting circuit 81 to the orig- 
inal data. If the input converting circuit 81 uses a group 
of ExOR circuits, the input inversion circuit 86 needs to 
just perform the same control as the input converting 
circuit 81. The D latch circuits 83 and 88 may be the 



same one. 

To compose the input converting circuits 61 , 81 and 
the input inversion circuit 86, it is possible to use a group 
of AND, OR, NAND, NOR and invert circuits except the 
8-bit ExOR circuits. In addition to the 8-bit logic opera- 
tion based on the one-bit key information or key data, 
the logic operation may be performed with respect to the 
8-bit information data by using the 8-bit key data. Fur- 
ther, for each one of 8 bits corresponding to one word 
of the information data, it is possible to use a selective 
combination of an AND, an OR, an ExOR, an NOR, and 
an invert circuit. In this case, for the 148-byte information 
data, that is, the information data consisting of 148 8 
bits, the key data consisting of 148 8 bits is used. In the 
case of using the combination of the AND, the OR, the 
ExOR, the NAND, the NOR and the invert circuit, it is 
possible to use the combination itself as the key. Except 
the logic operation, change of locations of data or re- 
placement of data values may be used as the input con- 
version or the data conversion. 

In the case of using the AND, the OR, the NAND, 
and the NOR circuits, the use of the logically operated 
output data and the key data often makes it impossible 
to restore the original information data. That is, in the 
case of the AND operation, if the output data is zero and 
the key data is zero, the original information data cannot 
be clearly grasped because the original information data 
may have any one of "0" and "1" in that condition. Even 
in this case, the system according to this embodiment 
of the invention is arranged to transmit or record the in- 
formation data obtained without doing a logic operation. 
Hence, the system is advantageous in restoring the orig- 
inal information data. That is, as compared with the out- 
put of the information data logically operated by the AND 
circuit orthe like in place of the ExOR circuit 33as shown 
in Fig.2B, the system according to the embodiment of 
the invention as shown in Fig. 2 is more advantageous 
in positively restoring the original information data. In 
addition to the above-indicated logic operations, hence, 
it is possible to use another kind of data conversion such 
as a function of f : x - x^. 

If the foregoing data conversion is executed so that 
the original data is made obscure, the error correction 
decoding block On the reproducing side may use an er- 
ror correction decoding block 91 arranged as shown in 
Fig.7. 

In the error correction decoding block 91 as shown 
in Fig.7, the data is supplied from the demodulating cir- 
cuit 23 shown in Fig.1 to an input terminal 92 and then 
to a data / parity separating circuit 93. The data / parity 
separating circuit 93 operates to separate the input data 
into the information data and the parity data so that the 
information data is sent to an input converting circuit 94 
and a data modifying circuit 98 and the parity data is 
sent to a decoder 95. The input converting circuit 94 op- 
erates to convert the information data based on the key 
information or the key data sent from the terminal 99 
and then sends the converted information data to a de- 
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coder 95. The decoder 95 includes an error location de- 
tector 96 and an error calculating circuit 97. The error 
location detector 96 operates to detect an error location 
based on the tnfomnatlon data and the parity data. Then, 
the error calculating circuit 97 derives a difference be- 
tween the data before error correction and the data after 
error correction as an error value through the effect of 
the ExOR operation. This error value is sent to a data 
nnodilying circuit 98. The data nnodifying circuit 98 oper- 
ates to Exclusive-OR the information data before con- 
version sent from the data / parity separating circuit 98 
with the error value for modifying the data. The modified 
information data is taken out at an output terminal 30. 

Further, the double coding method may apply to a 
product code shown in Fig.8 or an inner code / outer 
code shown in Fig. 9 in addition to the foregoing cross 
interleave type. Concretely, the product code has a ma- 
trix arrangement consisting of the Information data of 
144 bytes + C2 parity of 14 bytes in vertical and the in- 
formation data of 172 bytes + CI parity of 8 bytes in 
horizontal. The parity is generated by using the informa- 
tion data converted in one direction or both directions. 
The parity data are output together with information data 
that is not converted. For the inner code / outer code as 
shown in Fig.9, for one or both of a four-byte CI inner 
code generated about 20-byte information data and a 
12-byte C2 outer code generated as four groups of the 
CI inner codes, that is, 96 bytes about the data, the par- 
ity is generated by using the converted information data. 
Then, this parity and the information data that is not con- 
verted are output together. 

In the foregoing embodiments, the numeric values 
may be adjusted to any value. The system operates to 
output all the information data that is not converted as 
the information data. However, the part of the informa- 
tion data may be converted. The partially converted in- 
formation data may be output, transmitted or recorded. 

In turn, the description will be oriented to an ar- 
rangement of an error correction coding circuit with a 
product code as shown in Fig. 11 with reference to Fig. 
10- 

In Fig. 10, the input data is applied to an input ter- 
minal 210. This input data is intended to be error-cor- 
rection-coded. The input data is sent to a PO encoder 
21 served as a first encoder. The input data applied to 
the PO encoder 211 consists of 1 92 rows each of which 
has 172 bytes, as shown in a matrix of Bqq to B^^^^y^ 
of Fig. 1 1 , The PO encoder 211 operates to add an outer 
code of RS (208,192.17) to the data consisting of 172 
columns each of which has 192 bytes. The outer code 
is a Reed Solomon (RS) code. The output data from the 
PO encoder 211 is interleaved by an interleaving circuit 
212. Then, the interleaved data is sent to a data con- 
verting circuit 21 3 in which the data is converted for en- 
crypting as mentioned above. Then, the converted data 
is sent to a PI encoder 214. As shown in Fig. 11 , the PI 
encoder 214 operates to add an inner code (PI) of RS 
(1 82. 1 72, 1 1 ) for each 1 0 bytes to each 1 72-byte row of 



the data consisting of 208 rows to which the PO parity 
is added. Each raw has 172 bytes. Hence, this PI en- 
coder 21 4 operates to output the data consisting of 208 
rows each of which has 182 bytes. Only the parity data 

s (PI) of the output data is sent to a mixing circuit 18. This 
mixing circuit 18 receives the information data directly 
sent from the interleaving circuit 212 and adds the infor- 
mation data to the parity data (PI) sent from the PI en- 
coder 21 4. The added data is taken out at an output ter- 

10 minal216. 

Then, the PO encoder 211 operates to add a PO 
parity consisting of 1 6 bytes to each 1 92-byte column of 
the input data and output the resulting data of 208 bytes 
to the interleaving circuit 212. The circuit 212 operates 

15 to interleave the data and supply the interleaved data to 
the data converting circuit 21 3. The circuit 21 3 operates 
to perform the foregoing data conversion with respect 
to the overall data of 208 bytes for encrypting the data. 
As mentioned above, the data conversion may be exe- 

20 cuted according to the key information applied to the ter- 
minal 218 as well. 

As described above with reference to Fig. 5, the con- 
crete data conversion may take a method of locating an 
inverter at a predetermined spot, selectively inverting 

25 the data according to the key information through the 
effect of e group of ExOR circuits, or using a group of 
AND, OR, NAND and NOR circuits. In addition to the 
8-bit logic operation based on the one-bit key informa- 
tion or key data, the logic operation is carried out with 

30 respect to the 8-bit information data according to the 
one-bit key information or key data, the logic operation 
may be carried out with respect to the 8-bit information 
data according to the 8-bit key data. Moreover, the se- 
lective combination of AND, OR, ExOR, NAND, NOR 

35 and invert circuits may be used for each of 8 bits corre- 
sponding to one word of the information data. The com- 
bination itself may be used as the key. In addition to the 
logic operation, the inversion of changing a data location 
and the replacement of a data value may be used for 

40 the above- indicated data conversion. Besides, shift reg- 
isters or various function operations may be used for the 
data conversion. Further encrypting methods may be 
applied to the data conversion. Or, the selective combi- 
nation of these encrypting methods is made possible. 

45 f In turn, the reverse process to the error correction 
coding process described with reference to Fig. 10 may 
be realized by the error correction decoding circuit ar- 
ranged as shown in Fig. 12. 

In Fig. 1 2, the data to be applied to an input terminal 

50 230 corresponds to the output from the output terminal 
216 of Fig. 10. That is, the data has a product code 
shown in Fig, 11 and consists of 208 columns each of 
which has 1 82 bytes. The data is supplied from the input 
terminal 230 to a data /parity separating circuit 231. The 

55 circuit 231 operates to separate the Information data 
corresponding to the original data component from the 
parity data (PI). The information data is sent to a data 
converting circuit 232. The circuit 232 performs the 
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same data conversion as the data converting circuit 232 
shown in Fig. 1 0. The parity data and the output from the 
data converting circuit 232 are sent to the PI decoder 
233. The PI decoder 233 performs the decoding process 
that is reverse to the process of the PI encoder 214 of s 
Fig. 10, that is, the error correcting process with the PI 
code, The resulting data is made to be the data consist- 
ing of 208 columns each of which has 172 bytes. The 
output data from the PI decoder 233 is sent to a data 
reverse converting circuit 234. The circuit 234 performs 
the reverse process to the data conversion done by the 
data converting circuit 213 shown in Fig. 10. Then, the 
processed data is sent to a de-interleaving circuit 235. 
The circuit 235 performs the reverse process to the in- 
terleaving process done in the interleaving circuit 212 of 
Fig. 1 0. The processed data is sent to a PO (outer code) 
decoder 236. The decoder 236 operates to perform the 
decoding process that is reverse to the process of the 
PO encoder 211 of Fig. 10, that is, the error correcting 
process with the PO code. Then, the original data as 
shown in Fig. 1 1 consisting of 92 rows each of which has 
172 bytes is taken at the output terminal 236. If the key 
information is used when doing the data conversion in 
the data converting circuit 213 of Fig. 10, the key infor- 
mation applied to the terminal 21 8 is supplied to the ter- 
minal 238 of the data converting circuit 232 and the ter- 
minal 239 of the data reverse converting circuit 234 so 
that the data reverse conversion may be carried out ac- 
cording to the key information. 

The foregoing system is arranged so that only the 
parity data from the PI encoder 214 of Fig. 10 is mixed 
with all the non -converted information data when out- 
putting the data. In place, it is possible to take the parity 
data from the P! encoder 214 as well as part of the in- 
formation data and mix it with the remaining of the non- 
converted information data. In this case, the data/ parity 
separating circuit 231 shown in Fig. 12 operates to sep- 
arate the parity data and the part of the information data 
from the remaining information data. The remaining in- 
formation data may be converted by the data converting 
circuit 232. In the example of Fig.l , the data conversion 
is carried out before the Pt encoder 214. In place, the 
data conversion may be carried out before the PO en- 
coder 211. 

In turn, Fig.l 3 shows a disk record medium 101 
such as an optical disk, which is an example of a record 
medium for recording the foregoing processed-data. 
The disk record medium 101 has a center hole 102 in 
its center. On the disk record medium 101 are formed a 
lead-in area 103 served as a TOC (table of contents) 
area for managing a program, a program area 104 for 
recording program data, a program terminating area, 
that is, the so-called lead-out area 105 ranged from the 
inner to the outer periphery of the medium. On the op- 
tical disk for reproducing an audio signal or a video sig- 
nal, the program area 104 contains audio data or video 
data recorded thereon. The relevant information such 
as a time to the audio data or the video data is managed 



by the lead-in area 103. 

As part of the key information or the key data, it is 
possible to use identifying information written on the ar- 
ea except the program area 104 for recording the data. 
Concretely, the identifying information which is provided 
the interface circuit 12 is written in the lead-in area 103 
corresponding to the TOC area and the lead-out area 
105 (not shown in Fig.l). The identifying information 
contains a serial number proper to each medium, infor- 
mation for identifying a manufacturer, information for 
identifying a sales person, regional information like a 
country code, information for identifying a recording unit 
or an encoder, and identifying information proper to a 
medium manufacturing apparatus such as a cutting ma- 
chine or a stamper. With the identifying information as 
the key information, the error correction coding block 1 3 
shown in Fig.1 performs the encrypting process. The en- 
crypted signal is recorded on the program area 104 
served as an area for recording a program. When repro- 
ducing the signal, the identifying information which is re- 
produced from TOC area by using the reproducing head 
19 is used as the key information for decoding the en- 
crypted signal. In place, it is possible to take the steps 
of physically or chemically writing the identifying infor- 
mation on the area inside of the lead-in area 103, read- 
ing the identifying information by using other reading ap- 
paratus when reproducing the data, and using the read 
identifying information as the key information for decod- 
ing the encrypted data. 

According to the foregoing embodiments of the in- 
vention, the system may be arranged to focus on unidi- 
rectivity of generating an error correction code or an er- 
ror detecting code. By using this unidirectivity for the en- 
crypting process, the system may be applied to the use 
of data security. As shown in the illustrative example, 
the encrypting key consists of as many as one hundred 
and tens bits. By combining various logical circuits for 
each one byte, the encrypting key is made to have as 
several to tens times as numerous as that number of 
bits. It means that the key can be encrypted with many 
bits. This makes great contribution to improving the data 
security. Further, this kind of error correction coding cir- 
cuit or error correction decoding circuit is realized within 
the hardware of the so-called LSI or IC chip. Hence, the 
ordinary persons have difficulty in accessing the circuits. 
This also makes great contribution to enhancing the da- 
ta security. 

The present invention is not limited to the aforemen- 
tioned embodiments. For example, the combination with 
another encrypting process makes it possible to prevent 
the use of the information data even if the non-converted 
information data is output, thereby realizing stronger en- 
cryption. Further, the present invention way apply to the 
error correction coding process or the error correction 
detecting process. 
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Claims 

1 . A method for transmitting input digital data after an 
error correction or detection coding process is per- 
formed with respect to said digital data, connprising 
the step of: 

transmitting parity data obtained after data 
conversion is performed with respect to all or part 
of information data treated In doing said error cor- 
rection or detection coding process and information 
data containing all or part of said information ob- 
tained without doing said data conversion. 

2. A method as claimed in claim 1, wherein said data 
conversion is performed by doing a logic operation 
on the information data and key information for en- 
cryption. 

3. A method as claimed in claim 1 , wherein said data 
conversion is performed by inverting the informa- 
tion data according to key information for encryp- 
tion. 

4. A method as claimed in claim 1 , wherein said data 
conversion is performed by replacing the informa- 
tion data according to key information for encryp- 
tion. 

5. A method as claimed in claim 1 , wherein said data 
conversion is performed by perlorming a function 
operation on the information data according to key 
information for encryption. 

6. A method as claimed in claim 1 , wherein said error 
correction or error detection coding process is com- 
posed of a fii-st coding process and a second coding 
process, and further comprising the steps of per- 
forming said date conversion after said first coding 
process, sending the resulting data to said second 
coding process after said first coding process, and 
transmitting at least parity data obtained by said 
second coding process. 

7. A method as claimed in claim 1 , wherein said error 
correction or detection coding process is composed 
of a first coding process and a second coding proc- 
ess, and further comprising the steps of performing 
said data conversion after said first coding process, 
sending the resulting data to said second coding 
process, returning parity data obtained by said sec- 
ond coding process to said first coding process, and 
transmitting the information data and the parity data 
obtained by said first coding process. 

8. A method as claimed in claim 1 , wherein said error 
correction or detection coding process uses a con- 
volution code when doing said process. 



9. A method as claimed in claim 1 , wherein said error 
correction or detection coding process uses a prod- 
uct code when doing said process. 

5 10. An apparatus for recording input digital data on a 
record medium after an error correction or detection 
coding process is performed on said digital data, 
comprising: 

10 means for entering key information for encryp- 

tion; 

converting means for converting all or part of 
infomnation data treated in doing said error cor- 
rection or detection coding process according 
?5 to the key informaticn sent from said input 

means; and 

mixing means for mixing parity data obtained 
by doing said error correction or detection cod- 
ing process with the information data contain- 
20 ing the converted data sent from said convert- 

ing means with the information data containing 
all or part of said information data obtained 
without doing said data conversion. 

26 11. A record medium readable by reproducing appara- 
tus, said record medium having the apparatus read- 
able record signal thereon, the record signal includ- 
ing parity data obtained by doing data conversion 
for all or part of information data treated in doing an 
30 error correction or detection coding process on in- 
put digital data according to key information for en- 
cryption, and information data containing the infor- 
mation data obtained without doing said data con- 
version. 

35 

12. An apparatus for reproducing data recorded on a 
record medium, on which data an error correction 
or detection coding process is performed, compris- 
ing; 

40 

means for reading parity data obtained by doing 
data conversion on all or part of information da- 
ta treated in doing said error correction or de- 
tection coding process according to key infor- 
ms mation and information data containing all or 
part of the non-converted information data from 
said record medium; 

means for inputting key information for encryp- 
tion indicating the information data on which 
50 said data conversion is performed when doing 

an error correction or detection decoding proc- 
ess for said error correction or detection coding 
process; and 

error correction or detection decoding means 
55 for performing an error correction or detection 

decoding process for said error correction or 
detection coding process, and doing data con- 
version on data information according to said 
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key information for encryption sent from said in- 
put means. 

13. An apparatus for reproducing data as claimed in 
claim 1 2, wherein said error correction or detection s 
coding means includes means for separating said 
input data into the information data and the parity 
data, converting means tor performing data conver- 
sion on said separated information data according 

to said key infomnation for encryption, decoding io 
means for doing a decoding process on said con- 
verted information data and said separated parity 
data, and reverse converting means for performing 
reverse data conversion to said data conversion 
done according to the key information for encryption 
with respect to said decoded information data. 

14. An apparatus for reproducing data as claimed in 
claim 12, wherein said error correction or detection 
decoding means includes means for separating 
said input data into information data and parity data, 
converting means for performing data conversion 
with respect to said separated information data ac- 
cording to said key information for encryption, de- 
coding means for performing a decoding process 2S 
on said converted information data and said sepa- 
rated parity data, and means for modifying data said 
decoded information data on said separated infor- 
mation data. 
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